PTA: Practical Threat Analysis

By Russ McRee —1ssa member, Puget Sound (Seattle), WA, USA chapter

\Practical'Threat Analysis

Prerequisites

Windows OS
MS Access 2003 runtime (included in installer)

Similar Projects

Threat Modeling Tool
SOMAP?

t gives me comfort just saying it out loud: “practical
I threat analysis.” Short, sweet, to the point, and extremely

useful when conducting exactly what you might imag-
ine: threat analysis, or more generically, risk assessment. In
October 2007 we covered SOMAP, a tool set useful for similar
endeavors, and I promised myself then that I'd feature PTA
as soon as reasonably possible, given its rich feature set. Proj-
ect lead Zeev Solomonik refers to Practical Threat Analysis
(PTA) as a risk assessment methodology and a suite of software
tools that enable users to find the most beneficial and cost-effec-
tive way to secure systems and applications according to their
specific functionality and environment. PTA’s role is to identify
system vulnerabilities, map system assets, assess the risk of the
threats and define an effective risk mitigation plan for a specific
system architecture, functionality and configuration.’

PTA can assist in PCI DSS self-assessment; for vendors with
less than 1,000,000 Visa e-commerce transactions per year,
the PCI DSS threat model template will serve you well. If
you’re interested in performing an ISO 27001 risk assessment
audit you can also take advantage of the PTA ISO 27001 li-
brary. These freeware libraries, and other useful articles
regarding methodology, case studies, tools and technology,
reporting, and sample projects, can be downloaded at the
“Practical Threat Analysis Documents & Samples” page.*

I queried Zeev regarding current project details and he of-
fered the following:

1. PTA Professional Edition is now used by many thousands
of risk analysts and security professionals worldwide for
their threat analysis projects. PTA threat models have
been found productive in risk assessment missions in a
variety of domains such as IT, finance, communication,

1 http://www.microsoft.com/downloads/details.aspx?familyid=62830f95-0e61-4{87-
88a6-e7c663444acl &displaylang=en.

2 http://somap.org.
3 http://www.ptatechnologies.com.

4 http://www.ptatechnologies.com/DocumentsFrameset.htm.

healthcare as well as academic and re-
search projects.

2. The PTA calculative method for assess-
ing risks in $ values and prioritizing
implementation of countermeasures became the standard
de facto for justifying mitigation investments. A detailed
description of the methodology and the calculative meth-
od is available.” The dynamic nature of the PTA database
allows the analyst to constantly adjust the threat model to
the changing circumstances.

3. The PTA plug-in libraries of predefined security entities
has proven to be the community’s favorite for transform-
ing compliance knowledge and data into effective mitiga-
tion actions. More material on how to convert security
compliance standards to PTA threat models and use them
as a dynamic baseline for quantitative risk analysis is
available.®

4. The product’s development is driven by user feedback and
requests. In the last two years more than 20 builds have
been released with many usability improvements, bug
fixes and additional features — thanks to the community
of PTA users for their constant feedback and continuous
support; PTA versions history.’

5. The next release (planned for late October) will include
additional reports which improve the ability to aggregate
and present the threat model data and results according to
useful parameters. Future releases will include improve-
ments of export/import features to support easier integra-
tion with existing risk management systems as well im-
proved documentation and on-line tutorial.?

In order to run PTA through its paces while creating an ex-
ample project, I compiled what I hope will be a useful PTA
library for threat modeling web applications (details below).

Web application threat modeling highlights

Before diving into PTA, let’s take a quick look at some rel-
evant content from relevant modeling resources, to more eas-
ily map them to our use of PTA.

5 http://www.ptatechnologies.com/pta.htm.

6 http://www.ptatechnologies.com/comments.htm.

7 http://www.ptatechnologies.com/latestupdate.htm.
8

Zeev Solmonik, interview.
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A good threat model typically includes a |7 Prcts!ThetSasbss: [FIA N App Theest Model Templte L0 ] N
i+ File Edit Entities Attachments Tools Reports Help
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check list, and I appreciate how succinctly

Kevin Beaver pulled his together in The Es-

. . . . Assets (9)
sentials of Web Application Threat Modeling. $ ¢
His list, quickly summarized here, includes o [ T [ B e By~ g e
Threats Vakie ($) | Vale (S) Value (§) %)
seven key steps: P [ 2001 Input and Data Validation o 0 0  0.0|How do you know that the input yeur appicaton]
safe? input validation refiers to how your appica

1. Determine your security goals by outlin-

TEECts nput be fore BOtONS) rocessng Consy
threugh entry poants and encoding output throwg
irust dats from sources swch as calabases and

Authentication

o ] o 0.0|¥Whe are you? Authenticaion is the process wh
the identity of ansther entity, typically through cr|
USET Name AN pasSWOnd

ing what’s in scope, what’s absolutely criti- | [#=
cal, as well as what’s being mandated by
management, security policy, or even cus- [z

tomers or business associates.

Authorization

o 1] o 0.0 | What can you 8o Auhorizabion s how your ap
access controls for resources and operations

2. Document the general architecture of
your application and outline information flows from user
to Web server, Web server to application server, applica-
tion server to database server, and so on.

3. Outline what really needs to be protected such as user
login credentials, session information, source code, appli-
cation logic, and (especially) customer information.

4. Pinpoint the various entry points and “trust” zones that
need protection, including user authentication, user man-
agement, system logging, server/application maintenance,
and critical application and database interfaces.

5. Discover what can be exploited using a malicious mind-
set — from both the perspective of an untrusted outsider
and a trusted user.

6. Determine what’s urgent and important based on the
likelihood and impact of each weakness.

7. Determine what can be done about each weakness and
when it can/will be resolved.’

Kevin refers to STRIDE as a subset of step 5 in this useful
article. STRIDE refers to Microsoft’s threat model methodol-
ogy, specifically an acronym for:

1. Spoofing identity
Tampering with data
Repudiation
Information disclosure
Denial of service

6. Elevation of privilege

S

If employing STRIDE as a referential starting point for step 5,
you’'ll be well on your way to covering the exploit vectors. The
DREAD model can be used in step 6, aiding you in what may
be more generically referred to as data classification, useful
in ranking assets and data in your version of urgent, critical,
high, medium, and low (or some derivative thereof). Accord-
ing to OWASP, DREAD is an “algorithm used to compute a
risk value, which is an average of all five categories.”

Risk_DREAD = (DAMAGE + REPRODUCIBILITY + EX-
PLOITABILITY + AFFECTED USERS + DISCOVERABIL-
ITY)/5

An example of quantifying a DREAD category, from the
OWASP description, includes Exploitability.

9 http://searchsoftwarequality.techtarget.com/tip/0,289483,sid92_gci1306902,00.html.
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Figure 1 - Populating Assets

What is needed to exploit this threat?

e 0 = Advanced programming and networking knowl-
edge, with custom or advanced attack tools.

e 5 = Malware exists on the Internet, or an exploit is
easily performed, using available attack tools.

e 10 = Just a web browser'®

Finally, give Template Sample: Web Application Threat Model
on MSDN" a good long read. Although a bit dated (2005),
it served as an excellent reference template for me to popu-
late the above mentioned PTA Web App Threat Model
Library_1.0.thl,”? a library that is intended to aid you in
shaping your web application assessment process.

Enough process work, let’s explore PTA from a hands-on per-
spective.

Using PTA

PTA includes such a straightforward installation process, I'll
tell you only that following the default process will have you
up and running in less than five minutes. There is a depen-
dency on Microsoft Office Access 2003 Runtime, but it’s in-
cluded in the 39MB install download.

The UI for PTA is largely browser-like complete with drop-
down menu, forward and back buttons, and the all important
System’s Status button (the eye) leading you to the summary
page.

Using the MSDN Cheat Sheet: Web Application Security
Frame" as a reference, I began by mapping the Web Applica-
tion Security Frame Categories to PTA Assets. These catego-
ries include:

Input and data validation
Authentication
Authorization
Configuration management
Sensitive data

10 http://www.owasp.org/index.php/Threat_Risk_Modeling#DREAD.
11 http://msdn.microsoft.com/en-us/library/ms978516.aspx.

12 http://holisticinfosec.org/toolsmith/files/PTA/PTA_Web_App_Threat_Model_Li-
brary_1.0.thl.

13 http://msdn.microsoft.com/en-us/library/ms978518.aspx.
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I finished the process with Entry Points and Attacker
Typesto ensure a comprehensive and useful library for

Vulnerability Details

your projects (Figure 3). With the library complete,
Iet’s conduct a simple web application threat model to

[1] Name
[[5%4] jWissing or weak input vakdation at the server

see the benefits of using PTA to complete the task.

We’ll make the following entirely arbitrary assump-

I~ Temporarity Excluded  from threat model and risk calculstions [
Countermensures | Tags | Aftached Documents. | Associted Threats |

tions. No giggling, please. You'll likely reach the con-
clusion that I don’t do much risk-threat analysis-mod-

Countermeasures (4) thal migate the vulnerabity

€001 Do not trust input
€002 Valate input ength, range, format, and type
€002 Constrain, reject, and santize input

p| C004 Encode output

[Edd Countermeasure_] |

Ect Countermessure

Remcve Countermeasure I

eling (Damn it, Jim... ’'m an engineer, not a miracle
worker!). Let me repeat, the values and assumptions
are arbitrary.

The web application is a fundamentally simple so-
cial forum, with no PII other than simple account
information, ASP, an MS-SQL backend, and a lot of
content posted by authenticated users. Guests have

read only access. Loss of confidentiality, integrity, and

Figure 2 — Vulnerability Details

e Session management
e Cryptography

e Exception management
e Auditing and logging

It may be a bit disconcerting declaring these categories as as-
sets, but you’ll find that PTA will allow you to further map
vulnerabilities and countermeasures to each of the assets.
I contend that these categories as assets are, in fact, worthy
of protection as unique entities, given the litany of possible
vulnerabilities, threats, and attacks that can be exploited and
perpetrated against them. You can always add specific physi-
cal assets as you wish when you create a project using this
library. Using the PTA library we’re building here, you can
narrow or expand your selections as needed (see Figure 1).

I then moved to Vulnerabilities and utilized the MSDN Tem-
plate Sample again (Figure 2). As you flesh out Vulnerability
Details, you have the option to immediately populate Coun-
termeasures, Tags and Associated Threats. Tags are applicable
where you choose to use them, in that they are “free-text

availability have a direct cost associated with them, as
reputation damage and down time could lead to lost
ad revenue or sponsorship.

Following are the assumed components for our small exer-
cise:

Assets

Input and data validation
Authentication
Authorization

Sensitive data

Session management

Vulnerabilities

Using application-only filters for malicious input

e Failing to validate input from all sources including
cookies, query string parameters, HTTP headers,
databases, and network resources
Permitting prolonged session lifetime
Failing to limit database access to specific stored
procedures

e Using insecure administration interfaces.

descriptive attribute associated with the threat [E P Thest Anysie=[PTAWEs App Thiest Model Tempiate 10thm]
i+ File Edit Entities Attachments Tools Reports Help

ceomuEBx LA SO 2E

model entities (assets, threats, vulnerabilities and

countermeasures). Tags help the analyst classify
the various model entities and improve their com-
prehensibility.”"

®  Entry Points (7)

Nama Dascrgtian

From Vulnerabilities I moved to Threats, which | [ |Portaastorss

allows you to immediately map a threat to assets,

L@

vulnerabilities, entry points, attackers, tags, and

E0C2 | All other ports restricted by the
attached documents. .

Entry Point’s Descripth -

After Threats are populated it’s an obvious next
step to ensure you have Countermeasures for those
threats, and the library I built during this exercise

E004 |Logon page

Accassible to s nternet users. Logon is vakcated by using chent-side and server.side valdation controls, togd

includes all countermeasures recommended from
the MSDN cheat sheet.

E005 | Amend customer details page

Accessible to suthenticated users only, Users are valdated by using chent-side and server-side vaidation con
valdation orary. This page mvokes funchonalty that can update customer Cetais

E00E | GetCustomerDetalls stored
procedure

Can be called cnly by the appication’s trusted service account. The upstream caler (trusted Veb appication by
The involed funclicnally retrieves cusiomer detads.

14 PTA Help files, PTA-PTA Screens-Tags.
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Figure 3 - Entry Points
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Threats @ Practical Threat Analysis - | Eoalsmith_web_ spp theest_model thm
£+ File Edit Entities Atachments Tool Reports Help
e Cross-site scripting s 00 mA &0 )
e SQL injection System's Status - [ toolsmith_web_app_threat_model.thm ]
e Cookie manipulation — - T
e Cookie replay attacks - :
o Credential theft Geatemsasunes : Systemis Financal Vakues (annua) Syste' sk Status
e Session huacklng Eatry Pty 4 Total Value of Assets 345,000 Maximal RiskLevel  35.0 % of otal sssets vakie
. Attacker Types 2 Total Cost of Countermeasures $8,500 © Leved TE% valse
e Session replay = . Arosdy Wvsshed in Msgson 54500 e s R
Countermeasures TR STT — S
e Validate input: length, range, 520000 = |
format, and type 3150 e |
e Constrain, reject, and sanitize s10000 3 '
input s ot !
&
e Encode output o0 e S ———
. . ~100% Risk Line = MmximalRisk ~—llinimal Risk —+— Cusrent Risk
e Encrypt communication
channels to secure authentication T
tokens TOOT Sesswn replay w0
TO0E Sessin hjacking —+— Thrests.
e Use HTTPS only with forms | 7% ceme 0 T Cvme——
. . . Cociie regiay atacis - Vulmersbities
authentication cookies To63. Coskie manpuiton o
e Use strong authentication and &
authorization on administrative Figure 4 — PTA sums it up
interfaces
Remember, you can download both this project and library
Entry points from my website and experiment for yourself.'?
e Port 80 for web requests
o Port 443 for SSL Benefits and drawbacks
° IEH other ports restricted by the firewall A well-conducted threat model is invaluable, regardless of
L] . . . .
0gon page the subject. Although we chose a small web application, this
Attacker types methodology is relevant to any technology you value and

e Mass SQL injection attacks seeking to embed
malicious JavaScript
e Script kiddies

To begin our project, I selected New Project, named it tool-
smith web app threat model.thm, then clicked
Tools — Load Entities from Library. Using the library created
above I selected each of the components detailed in our lists.

To apply value of my assets, I made a blanket assumption that
revenue is $1000 a day for the forum, and that each asset is of
equivalent value. Thus at $365, 000 revenue total, each asset
is valued at $73,000 annually.

Under Countermeasures, again costs were applied as recur-
ring, per year, assuming annual code updates, certificate re-
newals, resource expenses, etc.

All cooked up in the risk management stew pot that is PTA,
we find a comprehensive snapshot of our web application that
would make any risk manager proud (Figure 4).

We’ve included all countermeasures as part of the mitigation
plan, but as you can see, we have some work to do implement-
ing them as only half our countermeasures are currently in
play.

Don’t forget to take a closer look at the Report features and
the Threat Builder, as I have neglected them.

whose protection is your charter.

Time and fiscal considerations can be a deterrent to accuracy
and commitment. Applying value, be it qualitative or quanti-
tative, can be burdensome.

In conclusion

Make use of this excellent threat analysis tool, consider con-
tributing to the project, and reap the benefits of a concrete
understanding of your assets. Go forth and analyze! Cheers,
until next month...
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