RIPS: A static source code analyser for

vulnerabilities in PHP scripts

By Russ McRee - 15SA member, Puget Sound (Seattle), USA Chapter

Prerequisites

Linux platform — installation
methodology described is specific
to Ubuntu

hile I've often focused on run-time web applica-
tion security assessment tools, I've paid absolutely
no attention to static analysis tools. That changes

now starting with Johannes Dahse’s RIPS, a static source
code analyzer for vulnerabilities in PHP scripts.

Johannes informed me via email that he uses RIPS when-
ever he audits PHP code; he’s been using and improv-
ing the tool for three years now. He states that RIPS is
capable in detecting flaws in well-known open source prod-
ucts as well as his “own security-aware written code. ;)”
RIPS currently works very well for small PHP apps and “low
hanging fruit” in large apps, but does have some significant
issues with large apps largely due to missing Object-Oriented
Programming (OOP) support (everything is OOP these days
).

Johannes indicates that he really likes RIPS for his own
use as it helps quite a bit during manual audits. Although
RIPS does not find everything or may have false posi-
tives, the interface allows quick identification of sensitive
code blocks. It also helps understand the code by jumping
through the highlighted lines, several listings of sources,
sinks, graphs, etc., all part of the reconnaissance and map-
ping phase for any good penetration test or security review.
In summary, “it’s not a perfect vulnerability detector (yet),
but it helps analyzing PHP code a lot.”

While you should consider RIPS a work in progress, it’s al-
ready quite effective as described below and is in a state of
active development.

Johannes mentions in his paper, “RIPS - A Static Source Code
Analyser for Vulnerabilities in PHP Scripts,” that his moti-
vation and personal intent was to find security vulnerabilities
quickly during Capture The Flag (CTF) contests. During a
CTF contest vulnerable source code is analyzed by participat-
ing teams and security vulnerabilities have to be identified,
patched, and exploited. Exploiting security vulnerabilities is
the equivalent to capturing flags from opposing teams result-

1 http://www.php-security.org/downloads/rips.pdf or download with RIPS package
from SourceForge below.
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ing in awarded points. The team with the
most captured flags wins. A number of
web applications distributed by CTF orga-
nizers have been written in PHP, leading to PHP’s popularity
as a scripting language in CTFs too.

Graduate from such CTFs to penetration testing engagements
and you can see the value of reviewing web application source
code for vulnerabilities, performed by either the developer
or penetration testers. As large applications often include
many thousands of lines of code coupled with financial and
resource constraints, manual source code review is often un-
tenable leading to incomplete reviews. Tools such as RIPS
can help penetration testers and developers reduce time and
cost by automating time-intense processes inherent to source
code reviews.?

Installation

RIPS installation is really straightforward. I utilize it with
LAMP? stacks on Ubuntu 10.10 and 11.04 servers, but RIPS
has no real dependencies other than a local web server with
a PHP interpreter and a web browser; it should work just as
well on a WAMP/WIMP* stack or others such MAMP, SAMP,
or OAMP (really, look them up).

Download the packages from SourceForge® and be sure to
include Johannes’ RIPS paper (rips-paper.pdf) as it is essen-
tial reading as reference material. Unpack rips-0.40.zip in
/var/www, or whatever is the appropriate webroot for your
preferred system. Be sure to then unpack the optional rips-
0.40-patch_SaveGraph.zip and merge the js directory and
main.php into the RIPS install directory you just populated.

Static code analysis with RIPS

Johannes’ paper describes “sensitive sinks” as potentially vul-
nerable functions (PVF) that execute critical operations and
should only be called with trusted or sanitized data.

RIPS currently scans for 233 PVFs separated into the follow-
ing vulnerability types:

e Cross-Site Scripting (4)

e SQL Injection (54)

http://sourceforge.net/projects/rips-scanner/files/rips-paper.pdf/download.
http://en.wikipedia.org/wiki/LAMP_%28software_bundle%:29.
http://en.wikipedia.org/wiki/WAMP.

http://sourceforge.net/projects/rips-scanner/files/.
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Figure 1 — RIPS Ul
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e File Disclosure (39)

e File Manipulation (20)

e File Inclusion (8)

e Remote Code Execution (47)

e Remote Command Execution (8)
e Header Injection (27)

e XPath Injection (3)

e LDAP Injection (5)

e Unserialize / POP (1)

e Other (17)

The RIPS Ul is simple, but there are some nuances. The first
is specific to verbosity levels. Experiment with this a bit;
you’ll be most satisfied with results from verbosity levels 1
and 2. As the level increases though, so, too, do the false posi-
tives. Always start with level 1 as it “scans only for PVF calls
which can be tainted with user input without any detected
securing actions in the trace.” Tainting in this scenario refers
is defined as follows:

“A web application security vulnerability can occur when
data supplied by the user (e.g. GET or POST parameters) is

File Edit View History Bookmarks Tools Help
[) RIPS - A static source code ... ¢ [ 1[]

|. ||, htep:/flocalhost/rips-0.40/

not sanitized correctly and used in critical operations of the
dynamic script. An attacker might be able to inject code that
changes the behavior and result of the operation during script
execution in an unexpected way. These kind of vulnerabili-
ties are called taint-style vulnerabilities because untrusted
sources such as user-supplied data is handled as tainted data
that reaches vulnerable parts of the program called sensitive
sinks. Any kind of data that can be modified by the user such
as GET or POST parameters as well as cookie values, the user
agent, or even database entries or files have to be assumed as
tainted.” ¢

Also important in the RIPS UT is the vuln type. I almost al-
ways select All, but you can narrow the approach to server-
side (SQLI, file inclusion, etc) or XSS. Note that you can also
tweak code style rendering to your preference; I favor note-
pad++.

I'll explore a PHP-based web application for which I've al-
ready published (via coordinated disclosure) an advisory
for discovered vulnerabilities. As the disclosed vulnerability
findings are very specific they provided ample opportunity
to compare them against the application source code for the
flaws that I discovered via run-time analysis with Burp Suite.

6 Johannes Dahse , rips-paper.pdf, pg.4.
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Cl cross-Site Scripting

BAE Userinput reaches sensitive sink
o 56: echo echo Sresult['filename’']." @ *;
T75.  Sresult=Squery->FetchRow(ADODE_FETCH ASSOC);

® 27: Squery=S6GLOBALS['db']->Execute("“SELECT prev_path, filename FROM “.PREFIX."photos "."

WHERE ID='".1inpha_addslashes(SIGET[ 'imgid'])."'");

Il cross-site Scripting

g = Userinput reaches sensitive sink

w®

* §1: echo echo "<img src='".TOP_DIR."/get_thumbs_on fly pnp"ungm—
20:  if(!defined('TOP_ DIR']] { def.ine[ TOP DIR',"..');
* 41 SnW = sunstrm_m[ wh'],0,5pos);

# 42: Snh = substr({S_6ET['wh'], Spos+1);
® 40: Spos = strpos(S_GET['wh'],'x');

78: Sparam = ''; // && 'need watermark($ GET['imgid']) )else
76: Sparam = '&fullsize=1';
29:  Sresult=Squery->FetchRow(ADODB_FETCH_ASSOC);

['imgid®]."&nw=".Snw."&nh=".3nh.Sparam.""

/7 1T(S GET['wh']=="fullsiZe" OR !isset(S_GET['wh

« 40 Spos = strpos(SZGET[‘wh'], 'x'); // Af($_GET['wh']=="fullsize" OR !isset($_GET['wh']) OR $_GET['wh']==0 OR §_GET['wh']=="")else
77 if(S_GET['wh']=="fullsize" OR !isset(S GET['wh']) OR S_GET['wh']==0 OR § _GET['wh']=='")else

/7 1f(S_GET[ 'wh']=="fullsize" OR !isset(S_GET['wh']) OR $_GET['wh']==0 OR $_GET['wh']=='')else

® 27: $query=SGLOBALS['db']->Execute("SELECT prev_path, Tilename FROM " PREFIX."photes ".

border='1" alt="".$result[’'filename’'].""'>";

1) OR S_GET['wh']==0 OR $_GET['wh']=="')else

/7 &k !need_watermark(5_GET['imgid']) )

"WHERE ID='".linpha_addslashes($_ GET['imgid']}."'");
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Figure 2 — RIPS scan
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CodeViewer - /var/'www/linpha/actions/image_resized view.php

,: </tr>

no  </table>

55 <table width="100%' border="0'>
67 <tr>

68 <td align="center'>

59 <?php

74 if( $_GET['wh'] == 'fullsize’ && $org_type <=
&& 'need_watermark($_GET['imgid']) )
76 {
[ Sparam = '&fullsize=1’;
}else {

79 SR

80

L S

Figure 3 — RIPS CodeViewer

I chose LinPHA 1.3.4, a photo/image gallery that is no longer
supported or maintained, having reported’ cross-site request
forgery (CSRF) and cross-site scripting (XSS) vulnerabilities

in March 2009.

Run-time analysis of LinPHA quickly determined that in-
put passed via GET to the “imgid” parameter is not properly
sanitized by the image resized view.php script before be-
ing returned to the user. This vulnerability can be exploited
to execute arbitrary HTML and JavaScript code in a user’s

Help - Cross-Site Scripting

browser session in the context of an af-
fected site.

To compare this finding to source code
analysis with RIPS, I navigated to /
var/www/linpha/actions/image re-
sized view.php in the RIPS UI and
clicked scan.

The results were immediate and clearly
identified in source code the same vul-
nerability I’d discovered at run-time, as
seen in Figure 2.

You’ll note four small icons in the upper
left-hand corner of each XSS finding in
the RIPS UL Clockwise, in order from
the upper left, these buttons provide re-
view code, minimize, exploit, and help.

The review code feature is an essential
tool during RIPS use. Clicking it will
pop-up a CodeViewer window that will
mark vulnerable lines in the source code
as seen in Figure 3.

7 http://secunia.com/advisories/34130/.

stems.
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70 // browser can't display tiff and other special images, so prevent fullsize view and let convert/GD
/ create jpegs instead 'gif' => 1, 'jpg’ => 2, ‘jpeg’ => 2,'png’ => 3,

// do not run convert/GD if no watermark and fullsize (speed optimize)

#2 | echo "<img sre="".TOP_DIR."/get_thumbs_on_fly.php?imgid=".$_GET['imgid']."&nw=".5nw.

"&nh=".$nh.$param.” border='1" alt="".$result filename']."'>";

85 [~
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Use the minimize button when the developer
walks up behind you and shoulder surfs you
while you pick apart his code. ;-) You've prob-
ably noticed the reference to the “imgid” pa-
rameter, validating our comparison between
run-time and static analysis.

The exploit feature is also very useful; Exploit-
Creator will generate a PHP script that can be
used as proof-of-concept code for your penetra-
tion test results. Running the script as part of
a demonstration for the client is an effective
manner of exhibiting the many facets of the se-
curity development lifecycle.

Designed to use curl, an edited snippet of script
generated for my test scenario follows:

#!/usr/bin/php -f
<?php
# image resized view.php curl exploit

$target = $argv[l];
$ch = curl init();
curl setopt($ch, CURLOPT RETURNTRANSFER,1);

curl setopt($ch, CURLOPT URL, “http://
localhost/linpha/actions/image resized view.
php/image resized view.php?imgid=%22%3E$3CSCRIP
T%3Ealert(document.domain)%3C%2FSCRIPTS3E");

curl setopt($ch, CURLOPT HTTPGET, 1);

curl setopt($ch, CURLOPT USERAGENT,
“Mozilla/4.0 (compatible; MSIE 5.01; Windows NT
5.0)");

Cross-Site Scripting

vulnerability concept:

| sink |

vulnerability description:

vulnerability

Cross-Site Scripting

An attacker might execute arbitrary HTML/JavaScript Code in the clients browser context with this security
vulnerability. User tainted data is embedded into the HTML output by the application and rendered by the
users browser, thus allowing an attacker to embed and render malicious code. Preparing a malicious link
will lead to an execution of this malicious code in another users browser context when clicking the link.
This can lead to local website defacement, phishing or cookie stealing and session hijacking.

vulnerable example code:
<?php print("Hello * . $_GET["name"]); ?>
proof of concept:
findex.php?name=<script=alert(1)</script>
patch:
Encode all user tainted data with PHP buildin functions before embedding the data into the output. Make

sure to set the parameter ENT_QUOTES to avoid an eventhandler injections to existing HTML attributes
and specify the correct charset.

Figure 4 - RIPS help
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Target URL, GET parameter, and even a cookie to
maintain state are all definable.

The hotpatch button leads to a help file useful in pro-
viding guidance for the mitigation and remediation
of the specific vulnerability detected in source as
seen in Figure 4.

Recently added RIPS features include:

e Graphical representations of user defined
functions and calls including color coded
sources, sensitive sinks, and vulnerabilities

ISSA Journal | July 2011

scanned files and includes

() sources
O sensitive sinks
@ vulnerability

..‘-.\.‘\\

Manglenglish.php

Jajaxicomment_add.ph

via the functions button

o Listing of all related user input via the user
input button

o Scan results are displayed via stats as seen in Figure 5

Result

File Manipulation:

Scanned files:

Include succ:
Considered sinks:
User-defined functions:
Unique sources:
Sensitive sinks:

Figure 5 — RIPS results

Info:

Info

Scan time:

e Graphical representations of scanned files and in-
cludes (my favorite) with representation of “how files
are connected to each other, what files accept sourc-
es (userinput) and what files have sensitive sinks or
vulnerabilities™ as seen in Figure 6.

The functions and files features both allow clickable listings to
drive into specific source code references, and the graphs can
be saved for use in reports.

8  https://websec.wordpress.com/2011/06/04/project-rips-status/
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Figure 6 — RIPS files

I found myself wandering way down the rabbit hole with
RIPS, slipping off on vulnerability exploration tangents I had
not expected; refreshing indeed.

In conclusion

I'm excited by the prospects for this project and hopeful that
Johannes will keep up the great work on RIPS. There aren’t
enough truly useful open source, freely available static code
analyzers and RIPS really starts to close that gap for PHP ap-
plications.

Download and install RIPS, and give the related paper a thor-
ough read as it goes into far more depth than covered here.
Ping me via email if you have questions (russ at holisticinfo-
sec dot org).

Cheers...until next month.
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