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Prerequisites
Windows operating system

Ideally, your preferred virtualization en-
vironment

Malware analysts and hobbyists rejoice. If you don’t 
already have this workbench specialist in your 
arsenal, then prepare to be impressed. Malzilla is 

best described as a useful program for use in exploring mali-
cious pages, allowing you to choose your own User Agent and 
referrer and use proxies.1 While it downloads Web content, it 
does not render it, so it is not a browser. Think of it as WGET 
with a user interface and some very specific talents that I’ve 
asked Lenny Zeltser to describe in detail below. In Using Mal-
zilla, we’ll take a close look at rogue AV tactics and exploit 
sites in order to study the infection process utilized.

I reached out to Boban “Bobby” Spasić, who swears he’s 
not a professional programmer and has a real-life job that 
has nothing to do with computers. Spasić was a moderator 
on one of the biggest Serbian Web forums; one day the fo-
rum owner told the moderators that he had an opportunity 
to write an article for as Serbian computer magazine about 
comparative anti-virus testing. Due to time constraints, he 
asked the moderators if they’d like to do the testing and write 
the article.

Spasić and a couple of the other moderators started collecting 
samples for the testing, ending up with 20,000+ samples. After 
completing their analysis the article was published. Some there-
after, Spasić and the team started their own website and pub-
lished their article there too.2 Spasić states that this was the very 
moment where he fell hard for the malware hunting lifestyle. 
He started to develop tools that he needed for his “hobby,” 
using his old school books from the basement to learn Pascal/
Delphi again. Continued work with their forum led to many 
requests from readers asking for help removing malware 
from their PCs. Soon an organized team of malware fighters 
emerged who contributed to other forums, developed clean-
ing tools, and worked with AV companies.

1	 http://malzilla.sourceforge.net/index.html.

2	 http://www.mc-antivirus-test.com/modules/news/index.
php?storytopic=17&storynum=5.

Spasić spends a lot of free time helping on specialized fo-
rums and finds opportunities to discuss findings, tools, 
new infections, etc. Once he and his team started dis-
cussing obfuscated JavaScript sequences on websites, he 
was immediately motivated to start work on Malzilla. 
Spasić’s roadmap includes a complete engine rewrite when 
time allows. He believes if it would be better to do a rewrite 
and try to implement (almost) complete HTML DOM, or to 
start hacking some of the open source browsers and adapt 
it for specifications required by malware hunters and reverse 
engineers.

Malzilla has been included by Kaspersky in their papers 
about malware analysis, and Lenny Zeltser3 has discussed 
it as part of his curriculum for the SANS malware analysis 
courses he teaches. As a longtime admirer of Zeltser’s work, 
I reached out to him for his feedback on Malzilla; he kindly 
contributed the following:

“Malzilla is among my favorite tools for examining mali-
cious websites with obfuscated browser scripts. Attackers of-
ten employ such scripts to target client-side vulnerabilities in 
the browser and associated add-ons. They use obfuscation to 
bypass antivirus detection and to slow down an analyst. Mal-
zilla helps speed up the analysis of the script by incorporating 
several useful features within a single, freely-available tool. 
The features include:

•	 Quickly download malicious pages by spoofing refer-
ral and other HTTP headers

•	 Automaticallly deobfuscate malicious JavaScript by 
running it with Malzilla’s interpreter

•	 Decode common encoding schemes, such as hex, uni-
code, JS.encode, and so on

•	 Reformat and colorize deobfuscated scripts to better 
understand their contents

Sure, you can perform many of these functions using other 
standalone utilities. Malzilla saves you time and effort, al-
lowing you to focus on analytical tasks. Way to go,  Bobby 
Spasić, on creating and maintaining a tool that makes mal-
ware analysis tasks easier!

Since Malzilla runs on Windows, which is typically the plat-
form targeted by the scripts you’ll be analyzing, take care to 
examine the malicious site using an isolated system, which 
you can connect to the network temporarily, and which you 

3	 http://www.zeltser.com.
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crash-2009.html in the results. As the URL exhibited at-
tributes common to domains up to no good, I clicked and 
was immediately redirected to hxxp://privateaolemail.cn/
go.php?id=2010-10&key=b8c7c33ca&p=1, which redirected 
me to hxxp://antimalwareliveproscanv3.com/1/?id=2010-
10&smersh=e0353d527&back=%3DzQ4wTDxNUQOMI%3
DN. Perfect, ideal fodder for Malzilla. 

would re-image after the 
analysis. Virtualization 
software, such as VMware 
or Virtual PC really help 
with this.”

I will further Zeltser’s cau-
tion regarding isolation 
during analysis. As I always 
preach to you when tool-
smith covers similar top-
ics, virtualization is your 
friend.  My analysis of 
Malzilla took place on an 
Ubuntu 9.04 (the Jaunty 
Jackalope), running VM-
Ware Server 2.0.1, and a ful-
ly patched Windows XP SP 
3 virtual machine. Ensure 
that you’re the latest version 
of virtualization software; 
recent headlines include a 
tool allowing a virtual ma-
chine to break out and at-
tack its virtual host.

Installing Malzilla
Malzilla is extremely easy to install. Download it and unpack 
the ZIP archive in a place of your choosing. You’ll find a useful 
PDF in the Docs directory; the executable resides in the root 
of what is currently Malzilla_1.2.0 and has no dependencies 
that aren’t included. The same directory of-
fers Settings.txt which can be manipulated to 
your liking, and you can add additional User 
Agent strings in User_agents.txt.

Note: In the June 2009 ISSA Journal, Ken 
Durham’s monthly column Risk Radar offers 
an excellent discussion on User Agent strings. 
Go back and give a read if you haven’t already.

Using Malzilla
Execute malzilla.exe and you’re underway. 

Given the endless recent headlines regarding 
poisoned SEO results with miscreants capi-
talizing on extraordinary misfortune such as 
the Air France crash, I thought I’d explore the 
primary search engines and see what I could 
find to feed into Malzilla. Not surprisingly, I 
stumbled on one of the same rogue AV scare-
ware hosts that Dancho Danchev captured as 
part of his Diverse Portfolio of Fake Security 
Software series.4 

I searched “air france crash” and spot-
ted newvs3.is-the-boss.com/air-france-

4	 http://ddanchev.blogspot.com/2009/06/diverse-portfolio-of-fake-security.html.

Figure 1 – OMG! I’m infected!

Figure 2 – Phew! If I install this everything will be better!
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Likely you’ve all seen an instance of what is referred to a rogue 
AV, rogue security software, or scareware. Figure 1, as seen in 
a browser, shows a very typical example including what looks 
like a legitimate scan of your hard drive leading to the freak-
out that an uninformed user would likely suffer when seeing 
all the “infections,” thus leading him to clicking and install-
ing something that is far from antivirus software.

A user clicking anywhere in the browser session exhibited 
in Figure 2 would immediately be offered the download-
able .exe ; specifically Install_2010-10.exe, better known as 
Trojan:Win32/FakeXPA.

Starting with privateaolemail.cn I copied the complete 
URL to the URL form in the Malzilla UI and clicked Get. 
Malzilla took immediate note of the redirect and asked me if 
I wished to see it through (Firgure 3).

Upon arrival at antimalwareliveproscanv3.com I was present-
ed with a number of opportunities to explore Malzilla’s fea-
tures. The code used by this page is ripped from every other 
scareware propagator, and while not unique, nicely exempli-
fies how useful Malzilla is, if only at its most basic. 

Under each primary tab generated for a given URL you’ll note 
four sub-tabs: Text, Hex, Cookies, and Links Parser. I found 
it immediately amusing in the Links tab that the site called 
Maxmind’s geoip JavaScript. Maxmind is billed as geoloca-
tion and online fraud prevention. Oh, the irony. Obviously, 
Maxmind would have a very difficult time preventing mali-
cious users from using their code, but it did lend to a good 
chuckle.

Searching geoip in the Text view produces the initial call to 
Maxmind:

<script language=”JavaScript” src=http://j.
maxmind.com/app/geoip.js></script>

The results are written to the browser session as seen in the 
bottom left of Figure 1 with simple document.write expres-
sions, lending to the credibility of the scareware as perceived 
by the victim.

I then chose to Send All scripts to Decoder to explore the mali-
cious site’s methodology further.

Under the Decoder tab located at the top of the Malzilla UI, 
I began exploring the JavaScript in order to offer you insight 
with regard to common scareware/rogue AV attributes. If 
you’ve ever encountered these sites before, you know how 
persistent they are. It’s often difficult to close the tab or the 
window without it popping back up or telling you “Dont 
close this window if your want you PC to be clean.”

Yes, the grammar and punctuation are that bad. The pop ups 
just keep coming; here’s how easily these bottom dwellers do 
it.

Checking the script exported to the decoder I found no 
less than four pop functions coupled with a var popURL 
= newurl feature that automatically offers the binary to be 
downloaded, as well as a function that ensures the utmost 
difficulty when trying to exit the page. Figure 4 exemplifies 
such persistence, as well as the geoip method.

A scareware/rogue AV site may be of interest as a current 
event, but there’s nothing particularly groundbreaking about 
the site code that would be useful to describe some of Mal-
zilla’s more enhanced functionality. To that end, I went mal-
waredomainlist.com and found a delightful example laden 
with malicious nuggets for Malzilla to chew on.

I dropped bestplace.org.in/lib/in.php (highly malicious!) in 
the Malzilla URL window, tweaked my User Agent option to 
an Opera setting for giggles and clicked Get. I took immedi-
ate note of shellcode in the first variable definition and obfus-
cated code in the second. I opted to Send all scripts to Decod-
er again, the clicked Run Script. This option runs all script 
as a function of monitoring eval() routines, and “catches” 
the results in the eval_temp directory found in your Mal-
zilla install directory. Keep in mind, with malicious sites of 
this nature, they’re watching for your User Agent; thus, if you 
choose different options in Malzilla you will see different 
results.  Malzilla wrote seven log files for me in eval_temp, 
four of which were readily identifiable on Virustotal.com as:

1.	 Exploit:JS/ShellCode.gen

2.	 VBS:Obfuscated-gen

3.	 Exploit:JS/Opera

4.	 duplicate

Remember I mentioned the 
User Agent string? I changed 
it to a Firefox string and reran 
Malzilla, this time receiving 
some different results. 

I will be candid; I haven’t 
begun to touch on all the 
features offered by Malzilla. 
In the hands of a capable 
reverse engineer, this is an 
outstanding tool. For pseu-
do-proficient hacks like me 
it reminds me of how much 

Figure 3 – Malzilla follows redirect
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I have yet to learn. Yet, in the hands of an absolute beginner 
there is still great value. 

In conclusion
As indicated earlier, study Malzilla in an isolated environ-
ment, ensure an understanding of all the possible encodings, 
how obfuscation plays a role, and the basics of shellcode. 

This tool is excellent for 
learning about Web-based 
malware attributes, includ-
ing delivery tactics, without 
the need for a browser. 

One thing to keep in mind, 
Malzilla helps at the begin-
ning of the analysis: the 
initial infection vector. It’s 
not a runtime tool designed 
to assist with the analysis of 
a compiled executable that 
may find its way to the vic-
tim’s PC.

Enjoy Malzilla carefully. 
If studying the nuances of 
Web-born malware is ap-
pealing to you, I promise 
you will learn a great deal. 

Cheers…until next month.
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Figure 4 – Malzilla Decoder
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